3GPP TSG-SA3 Meeting #116
S3- 242301
Jeju, South Korea,  20th - 24th May 2024
Source:
Lenovo

Title:
Solution on omitting IPsec for MPQUIC traffic over non-3GPP access
Document for:
Approval

Agenda Item:
5.15
1
Decision/action requested

This document proposes a Solution on omitting IPsec for MPQUIC traffic over  non-3GPP access.
2
References

[1]
3GPP TR 33.754 “Study on security aspects for multi-access (dualSteer + ATSSS Ph-4)”
3
Rationale

The ATSSS Multi access PDU Sessions for both IP and Ethernet are based on a MPQUIC transport between UE and anchoring UPF. SA2 introduces the concept of non-Integrated non-3GPP Access (NIN3A), a type of non-3GPP access network that provides direct IP connectivity between the UE and the UPF without any intermediate NF such as Non-3GPP Interworking Function (N3IWF) and Trusted Non-3GPP Gateway Function (TNFG). MPQUIC traffic on such a connection needs to be protected via the Non-3GPP access network. 
4
Detailed proposal

Start of Change

6.Y
Solution #Y: Omitting IPsec for MPQUIC traffic over non-3GPP access
6.Y.1
Introduction

This solution addresses Key Issue #1: Authentication of UE in ATSSS over Non-Integrated Non-3GPP Access and Key Issue #2: Confidentiality and integrity protection of the communication between UE and 5GCore in Non-Integrated Non-3GPP Access.
The solution is applicable for trusted or untrusted non-3GPP access, where the AMF provides an UPF address to the UE and an UPF key to the UPF so that UE and UPF can establish the TLS connection for MPQUIC with the UPF key directly and outside the IPsec connection between UE and Non-3GPP access network.

6.Y.2
Solution details
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Figure 6.Y.2-1 Omitting IPsec for QUIC traffic over non-3GPP access
1. The following steps are according to steps 1-5 of clause “7.2.1 Authentication for Untrusted non-3GPP Access” or clause “7A.2.1 Authentication for trusted non-3GPP access” of 3GPP TS 33.501. The UE connects to a non-3GPP access network and sends a NAS Registration Request message (the NAS message is sent via different protocols depending on the non-3GPP access type) containing UE security capabilities and the SUCI and an indication that the UE supports MPQUIC/non-Integrated non-3GPP Access (NIN3A).

2. The Non-3GPP Access shall select an AMF and forwards the Registration Request with the indication that the UE supports MPQUIC/ NIN3A to the AMF.

3. The AMF initiates the authentication procedure between AUSF and the UE following the normal procedures.

4. The AMF performs the NAS SMC operation following the normal procedures.

5. The AMF upon reception of the NAS SMC Complete from the UE or upon success of integrity protection verification, initiates the NGAP procedure to set up the AN context. AMF shall compute the Non-3GPP Access key, KTNGF or KN3IWF, using the uplink NAS COUNT associated with NAS connection identifier "0x02" for the establishment of the IPsec SA between the UE and the N3IWF and shall include it in the N2 Initial Context Setup Request sent to the Non-3GPP Access. 

6. The UE and the AMF shall derive the UPF key similar to the Non-3GPP Access key, i.e. NAS connection identifier "0x02" and Uplink NAS COUNT shall be set to 0 to avoid that the KUPF is the same key as the KTNGF or KN3IWF. The AMF selects the UPF.

7. The AMF sends a UPF Context Setup message to the UPF, containing the UE Identity (Subscription Permanent Identifier (SUPI), Generic Public Subscription Identifier (GPSI), etc.) and the UPF key KUPF. The message may be sent via the SMF.

8. The UPF stores the key KUPF and the UE ID and acknowledges the message towards the AMF. The message may be sent via the SMF.

9. The IPsec SA is established between the UE and Non-3GPP Access by using the Non-3GPP Access key KTNGF or KN3IWF .
10. The AMF sends the NAS Registration Accept message including the UPF address to the Non-3GPP Access. 

11. The Non-3GPP Access shall forward the NAS Registration Accept message including the UPF address to the UE over the established IPsec SA. All further NAS messages between the UE and the N3IWF shall be sent over the established IPsec SA.

12. The UE sets up the MPQUIC session towards the UPF outside the IPSec SAs between UE and the N3IWF. The UE and the UPF use the KUPF for mutual authentication and the TLS session setup, i.e. as input for the algorithms for confidentiality and integrity protection. 

6.Y.3
Evaluation

The solution is independent of the untrustred o trusted non-3GPP access typ. 
End of Change
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